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Document Compliance Management

Today, there is a definite tendency for sensitive business information to travel beyond company boundaries. This is generally 

not due to it falling into the wrong hands. Rather, work on sensitive data and documents usually involves third parties like 

consultants, lawyers and partners. Many common security measures only address a small part of the challenge, such as 

encryption during data transmission and on storage media, or enterprise-wide digital rights management systems. This is 

where Document Compliance Management (DCM) comes in. DCM looks at the whole information protection issue in a holistic 

and integrated way. It is ideally suited to the way businesses operate today with their extensive use of extranets. 

Brainloop, based in Boston and Munich, 

is the leading provider of software solu-

tions for high-security collaboration and 

distribution of confidential documents 

across multiple companies. Brainloop’s 

customers use the Brainloop Secure 

Dataroom to meet key compliance and 

risk management requirements. These 

typically arise during communications 

with external committees; within legal, 

financial and R&D departments; and in 

any other situation where confidential 

documents need to be sent to autho-

rized people inside and outside the 

firewall.

End-to-end protection for confidential 

documents

The Brainloop Secure Dataroom is a 

web-based, virtual safe containing 

documents that can only be viewed and 

edited by authorized users. The data 

room is based on a security concept that 

delivers complete protection against 

unauthorized access. It also provides a 

tamper-proof audit trail which ensures 

that every activity is recorded and 

traceable. Brainloop Secure Dataroom 

customers use the solution to work on 

sensitive processes that involve other 

companies. For example, they rely on 

it as a virtual deal room during M&A 

transactions and for confidential, 

traceable communications with 

customers and partners.

Fast Facts

Brainloop was founded in 2000 by sea-

soned executives from internet companies 

and experts from the document manage-

ment industry

SOLUTION

Virtual document safe to protect business 

processes and projects involving several 

companies 

A FEW OF OUR CUSTOMERS

BMW Group, BroadLight, CMS Hasche 

Sigle, Deutsche Telekom, Deloitte Austria, 

DSGV (German Savings Bank Association), 

Eurocopter, Janitos, Postbank, Publi 

Groupe, ThyssenKrupp, RWE Power 

SELECTED PARTNERS

AIS Management, Hewlett Packard, 

Finanz Informatik Technologie Service 

(formerly IZB), ProSystems, ELCA Infor-

matique, Microsoft, RaaS, T-Systems 

Business Services

OFFICES

Boston (USA), Munich (Germany)
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Today’s stringent corporate governance 

and compliance regulations compel 

companies to ensure that confidential 

data is adequately protected and that 

every access to their information is 

traceable. This is particularly important 

for M&A documents, internal strategy 

papers, and quarterly and annual finan-

cial reports. As a result, governance and 

accountability rules are an additional 

reason for companies to optimize their 

IT security, leading to an increase in 

demand for security solutions like the 

Brainloop Secure Dataroom.

The Licensing Model: Rent or Buy

The Brainloop Secure Dataroom offers 

the option of buying licenses in the 

traditional way, or using the solution 

as an on-demand service. The solution 

is hosted in high-security data centers 

in Europe and North America with 

centralized data protection.

The service is particularly cost-effective 

for customers because they pay for their 

actual usage of the system. In addition, 

hardware and infrastructure invesments 

and running costs are unnecessary. 

Legal, M&A and other projects can 

be set up on very short notice. Using 

their web browser, attorneys, clients 

and others can work on and share 

confidential documents – anytime and 

anywhere. They can always be sure that 

the solution provides the highest levels 

of security; two-factor authentication; 

256-bit encryption, and a complete 

record of all activity undertaken in the 

dataroom.

CONTACT

Brainloop, with offices in Boston and Munich, is the leading provider of Document 

Compliance Management solutions that enable customers to share confidential 

documents in a highly secure and traceable environment.

 

For more information please visit www.brainloop.com

Brainloop AG

Franziskanerstr. 14

81669 München · Deutschland

T: +49 (89) 444 699 0

info@brainloop.de

www.brainloop.de

Brainloop Inc.

One Broadway, 14th floor

Cambridge, MA 02142 · USA

T: +1 (800) 517 3171

info@brainloop.com
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THE BENEFITS

Easy and secure communication

› 	� Web-based access from anywhere

› 	�N o installation necessary on the desktop

› 	�P latform independent

› 	E ncrypted storage and transmission of 	

	 documents 

Compliance with audit requirements

› 	 Tamper-proof audit trail of all activity 

	 in the dataroom

› 	 Version labeling with Brainmark and 

	F ingerprint   

Collaboration platform

› 	P roject documents stored together

› 	A utomatic version management

Protection of confidential documents

› 	 Secure two-factor authentication for 	

	 access control

› 	A ccess to documents exclusively for 

	 authorized users

› 	I mplementation of company-internal 	

	 security policies

› 	P rotection from access by internal or 

	 external IT staff




