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Security-Certificate

ERNW GmbH, Heidelberg certifies

brainloop

Brainloop AG
Franziskanerstr. 14
81669 Munich
Germany

Compliance to the following security requirements based on the tested software
product ,,Brainloop Secure Dataroom Version 7.00.042":

Secure Authentication

Secure Error Handling

Principles of Secure Programming
Secure Design and Architecture
Secure Access Controls

Sensitive Data Handling

Input Validation

Result:

In December 2008 a security audit of the Brainloop Secure Dataroom was
performed by a team of worldwide well known security experts of ERNW GmbH,
Germany. The audit consisted of blackbox tests and an exemplary code review of
the application source code.

During the audit no security vulnerabilities in the tested version were found. Design
and Architecture of the application are well implemented and engineered with

security in mind.
No violations against Best Practices according to BS 7799/I1SO 17799/I1SO 27001

were identified. 5
signhed: -© I@_,

TR B R B it BS 7799 Lead AUdi’ror/ClSA, CISSP, ISSAP

Product: Brainloop Secure Dataroom
Version: 7.00.042
Date: 2008-12-19

Certificate No.: 08-121901
Lead Auditor: Michael Thumann

o/




